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What is 
WannaCry

WannaCry is malicious software which will covertly 
encrypt files.  It is a type of malware called 
Ransomware.

The uniqueness of WannaCry is that it is able to 
identify vulnerable targets on the local network and 
spread that way as well.  This behavior is typically 
classified as a worm.

WannaCry combined both techniques and led to a 
wider impact.



Timeline 
Leading up to 
WannaCry

Jan 2017: 
Microsoft 
received a tip that 
EternalBlue had 
been stolen from 
the NSA

Mid-Feb 2017: 
Microsoft built 
patches for 
unsupported systems 
but did not release 
them.

March 2017: 
Microsoft released 
the patches for 
supported system.

April 2017: Shadow 
Brokers leaked 
EternalBlue.



How the attack spread
Friday May 12th , 2017 – 3:24 AM EST

1. 1. First infected computer struck, this quickly spread to Telefonica 
in Spain.

2. 2.6:00 AMThe attack quickly spread to the UK attacking hospitals 
and clinics.

3. 3.Renault in France, and Deutsche Bahn in Germany were 
attacked next.

4. 4. Russia was the next country to be impacted, including the 
Ministry of the Interior, MegaFone, Sberbank.

5. 5. Finally the US was hit, FedEx being one of the major 
organizations impacted. (Jones, 2017)

6. By the afternoon on May 12th , a 22 year old researcher Marcus 
Hutchins found a way to slow the spread of the infection. 
Microsoft released a patch later that evening and an additional 
security update on the 13th for it’s other platforms. (Hayden, 2017)

Source: Financial Times (Jones, 2017)



Who was 
impacted?

150 countries



Who was 
Impacted?

~ 300,000 
computers 
infected 
worldwide



Who was 
Impacted?

Vulnerable 
Systems

 Only systems running Windows were vulnerable to the MS-17-010 
bug.

 Windows market share for desktops/laptops below 

(doesn’t include servers or supercomputers).



Who was 
Impacted?

Vulnerable 
Windows 
Software

3/14 Patch Available

 Windows Vista

 Windows 7

 Windows 8.1

 Windows 10

 Windows Server 2008

 Windows Server 2012

 Windows Server 2016

3/14 Patch NOT Available

 Windows XP

 Windows 8

 Windows Server 2003



Who was 
impacted?

Actual 
Systems 
Infected



What was the 
immediate 
impact?

Interruption to 
Operations



What was the 
immediate 
impact?

Security 
Property: 
Availability



Who was 
impacted?

Industries



Remediation 
and Recovery

Technical Details

 Operating Systems Affected (XP, 7, 2003, 2008)

 Enters organizations and spreads throughout using SMB (Port 445 
& 139)

 Encrypts files accessible to machine using AES 128 & Deletes 
shadow copies

 Checks IP address & scans network for other vulnerable targets

 System attempts to contact “home-website”.



Remediation 
and Recovery

Recovery

 UK researcher paused outbreak by registering “home-website” 
domain

 Web-proxies continued to allow spread

 MS released MS17-010 update updating how remote code 
execution is handled in SMBv1 for supported operating 
system March 14

 MS released update on May 15 for out-of-support operating 
systems (Very Rare)



Remediation 
and Recovery

Avoidance

 Keep Servers & Workstations updated

 Stay within product lifecycles

 Ensure Antivirus has Ransomware module

 Follow best-practice when configuring firewall

 Practice Principal of Least Permission



Long-Term 
Effects

 People
 Social Engineering

 Stronger Governance around systems

 New DHS Cyber Hub

 Process
 Patching

 External audits and company

 Technology
 Edge Protection- IDS/SIEM/DLP/Firewall

 Servers/Desktops - Anti Virus/Malware Scanning/Encryption



Conclusion and 
Reflections

The initial attack 
was in May 

however the 
exploit was 

originally 
discovered by the 

NSA and later 
stolen in January 

2017 which 
eventually led the 
WannaCry Global 

attack.

Over 150 countries 
were impacted and 

over 300,000 
computers world 

wide.

The majority of 
systems that were 

impacted were 
Windows Devices. 
Of those Windows 

machines the 
largest group 
infected were 

Windows 7 x64 
operating systems.

September 6, 2018 
a North Korean 

programmer, Park 
Jin Hyok, was 

charged by the US 
Department of 

Justice as being a 
part of the 

WannaCry attack 
amongst several 
other well known 

attacks.



Interesting 
Facts

 The original remediator of the virus Marcus Hutchins later 
admitted to writing the Kronos Baking Malware.

 The original exploitation originated from the NSA, which wasn’t 
shared upon initial discovery. 



Questions?
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